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1. Executive Summary

Voice over IP VOIP or IP telephony is the latest application to make use of the Internet and is one of the biggest changes to the telecommunications industry since the early 1900’s where switchboard operators would make the phone connection for you,  by ‘putting you through’.
VOIP promises lower costs with free trunk calls, greater flexibility and a single communications infrastructure for voice and data. With telephony in the same domain as the back office systems it is possible to design applications that integrate voice and data, but this is by no means an easy technology to deploy. Obviously a great deal of thought has to go into the design of the telephony system, but this cannot be done independently of the design of the underlying network which is critical for a constant level of service and an up-time equivalent to the existing telephone systems, typically quoted as three nines i.e. 99.9% which equates to a down time of roughly 2 hours in a year.

Quality of Service is fundamental to the network design ensuring a defined and consistent level of service. This is true for all real time multimedia services, but VOIP places the most exacting requirements on the network components and systems requiring a significant investment replacing all legacy equipment that cannot support Quality of Service QOS, Virtual Local Area Networks VLAN, Power over Ethernet POE, etc.
2. Recommendations

It is necessary that future planning for network deployment of upgrades should be aligned with future telephony planning. To meet this requirement it is essential that the groups involved in data and telephony communicate effectively. It is assumed that the Telecoms committee will be creating plans for the exchange replacement which will place exacting requirements on the underlying network. As there is the possibility of upgrading parts of the data network in the near future we would recommend that any future plans for IP telephony needs to be discussed to allow an integrated approach as early as possible
The evidence from other academic institutions such as Oxford that have deployed VOIP where the telephony and data are managed from two distinctive groups is that the institution should move towards forming a single group in order to effectively manage a combined network.

It is inevitable that the University will deploy VOIP at some time in the future, however this will necessitate a significant investment in campus network switches and routers. The current campus infrastructure consists of a core network which is connected to departmental buildings where it is distributed from wiring cabinets using network switches and hubs. These areas around the campus however, are not equally equipped, with some areas incapable of utilising multimedia services without a complete update to all network components. We would recommend that this disparity needs to be identified as it cannot persist in a VOIP environment.

The University must start to build experience in this area and a small pilot project led by computing service although in its infancy is under way. The lessons learnt in this should be taken forward to the next phase which we would recommend would be for installing a VOIP solution for new builds.

The University should examine the availability of VOIP solutions to reduce the expense of long distance calls, for example calls to CERN from research groups could be significantly reduced by terminating a VOIP trunk at that institution or by utilising a commercial gateway system in that country, resulting only in local rate tariffs for the call.
The University should develop a SIP Proxy allowing VOIP traffic to traverse a single point on the network to aid security and QOS issues. It may be a sensible approach to use multiple proxies on the network allowing routing decisions to be made and call connection details to be modified. The proxies should be registered with the DNS enabling URL calling into a domain, thus allowing someone to call user@compserv.gla.ac.uk from a SIP phone, in the same way that they would email user@compserv.gla.ac.uk
3. Background

Voice over IP (VOIP) or IP telephony as it is often referred to, heralds a new age of telecommunications, moving the telephone handset from the telephony providers socket on the wall to any standard Internet connection.

BT and others have been busy for some time replacing the core parts of its network, changing from its traditional circuit switching exchange systems to the new digital exchanges, allowing trunk circuits to utilise IP communications. BT have announced as part of it’s Century 21 project that it will roll IP telephony out to the consumer premises, replacing the standard phone handset with an IP phone connected via ADSL. The initial rollout will begin mid 2006 starting in Cardiff where approximately 350,000 customers will move their phones to an Ethernet class network. The remaining 30 million lines in the UK will be migrated within 4 years of the Cardiff rollout.
Of course many home users have opted to adopt the technology early, installing softphones  on their computer equipment, Skype for example has recorded over one million downloads and recently some mobile phone companies have announced they will package Skype with their IP enabled mobile phones. Telephony is also forming part of other applications such as Instant Messaging with offerings from major players such as Microsoft and more recently Google, the search engine people.
Many commercial organisations have seen financial and strategic benefits from integrating their data and telephony infrastructures.

Indeed some academic institutions have also become early adopters for example Oxford University now provides VOIP to its 4000+ resident students. Caledonian University in Glasgow, when required to move its current exchange to another premises, found it was more cost effective to move to a VOIP solution, rather than move all of their analogue circuits to another building.
It is projected that 2005 will see for the first time that sales for enterprise IP exchanges will overtake traditional PBX systems. 

4. Technologies

VOIP is a hot technology, though not necessarily a new one as it has been around for some 10 years now, though it has certainly expanded at a staggering pace over the last couple of years. For an example of its popularity a recent analysis by the Yahoo search engine people in 2004 shows that ‘voice over IP’ was the 5th most searched phrase, for interest, Harry Potter was number 1.

The underlying technology is of course IP, the protocol for all Internet application communication. There is a problem though, as IP was never designed for real time human interaction. Essentially it was designed for machines to inter-communicate, where it made little difference if there were delays or errors requiring retransmission of data until it is correct. This would be wholly unacceptable for voice communications and special techniques and protocols have to be used to enable multimedia communications to work.

The network equipment interconnecting the IP phone system consists of Layer 2 switches requiring full-duplex operation, however much of the campus is connected by network hubs, which are mostly half duplex which creates a large broadcast domain, this infrastructure will not support VOIP and will need replaced. The network switches and router equipment which the VOIP traffic must traverse also have to support Quality of Service QOS and Power over Ethernet POE.

QOS is essential to allow the voice traffic to be prioritised, allowing it to pass through the network with minimal delay, by forcing non-urgent data to wait in a queue. Of course to be fully effective this should be from end to end, across all of the Local Area Networks LAN and Wide Area Networks WAN. Power needs to be supplied to the phones and there is a requirement for this to be delivered by the network connection itself rather than a local power supply. Of course consideration has to be given to how power will be maintained to the phones and other telephony equipment during a power outage, as there is a legal duty to maintain communication with emergency services.

The telephony system needs to be secure and must traverse a number of network security devices transparently such as Firewalls, Network Address Translation NAT, Virtual Private Networks VPN, etc.
It has to ensure the users of the phone systems are authenticated and authorised, where the user has the rights to use the required service and that this use is properly audited.

Security must encompass the security of the physical components, transport security, privacy and confidentiality. It must also protect from unauthorised use, wilful damage, or disclosure. It must also ensure compliance with all legal regulations and policy. Security must also protect call detail records from damage or manipulation.
5. Current Position

Currently the University’s telephony is delivered from the Siemens iSLX/BTEX traditional circuit switched PBX, located in the main campus.
This is the main switch which routes the call between local phones and the trunk lines to the UK Public Switched Telephone Network PSTN, with each phone connected to the exchange over its own 2 wire circuit.

A number of remote locations are connected to the main exchange via remote peripheral equipment RPE links, using 2Mbps private links, such as the Vet School and Science Park. 
The current exchange is coming towards the end of its useful life and some consideration has already been given to its replacement.

The exchange University telephone system is managed by the University Estates department reporting to the telecoms committee and relies on technical assistance from an external telecoms consultant.

The Crichton campus leases its connection from the Crichton Development Corporation (CDC).
Funding has been secured for a small pilot study managed by the Computing Service using Cisco’s CallManager system and a number of IP phones. Equipment at the time of writing is currently under order to allow this to be interfaced with the main exchange switch.

6. Implications
Using VoIP can result in significant reductions in call costs and when one considers that the CERN group alone can spend up to £1000 per month for calls to Geneva the savings if adopted institution wide could be considerable. 

Crichton currently leases circuits from the Crichton Development Company and as such is not part of the Glasgow University telephone network although all video conferencing between Crichton and the main campus is on the high-speed data network. VoIP shares a single common network infrastructure providing which enables a wide range of additional applications & features.

Disadvantages

There is an absolute requirement for the ‘Up-Time Network’ components to be engineered to provide similar up-time to the existing telephone system. The underlying network needs upgrading to provide quality and resilience and as the phones require mains power to function it is essential that a back up system be in place to maintain this power should a building suffer a power failure.
Cost of handsets, needs to be factored into the calculations for TCO.
The system requires multiple routes for the voice network in order to provide resilience and avoid congestion.


6.1 Benefits

· A Single network infrastructure for voice and data.

· Single number, follow me service

· Unified messaging 

· Real time collaboration and Presence Detection

· Low-cost videoconferencing 
· Reduced operational costs
· Text to Speech
· Automated Attendant
· Interactive Voice Response (IVR)
· Music on Hold
· Route by Caller ID
· Roaming Extensions

6.2 Disadvantages

· Capital expenditure for telephony hardware

· Extensive redesign of network architecture

· Expensive handsets

· Network design for 99.9% up-time

· Emergency Power for handsets and other equipment

· Both Telephony and Data staff require resource for training

· Political difficulty in aligning management for disparate voice and data engineering departments. 

· Complexity of deploying QOS on the network
6.3 Security
As with any network application there is a potential risk of attack, snooping or theft of service. There is a need to secure against theft of information such as call records, pin numbers, passwords, voicemail, etc. The security threat is significant enough for many manufactures to form The VoIP Security Alliance (VoIPSA)
There is a need to secure against. 
· Denial of service 

· Call interception
Call recording, 
· Call hijacking 

· Unauthorised use of facilities.

