

TRG REPORT

Desktop Videoconferencing
1. Executive Summary
As videoconferencing technology matures products are becoming more accessible, user friendly and reliable. This rise in performance and lower cost of ownership has resulted in a growing interest from users and departments to permit various types of remote collaboration for administrative, academic and social purposes.

Currently this is unrestricted and this paper promotes the use of standards and procedures to allow a controlled and measured expansion of this medium, allowing management of the network infrastructure as well as advising on the effective use and promotion of best-practices.
2. Recommendations
The recommendation of the group is that all endpoints must register with a gatekeeper and in almost all cases this will be a number of central gatekeepers hosted in Computing Service.

There may be a few exceptions, where it is necessary to register with another institutions gatekeeper. For other institutions, which participate in GDS, we recommend the use of trust relationships between gatekeepers.  It's recognised that 
 there will have to be exceptions when another institution's policy does not permit this but calls for the end point to be directly registered with their gatekeeper. Registration will be required for address translation from IP to E.164 number, as well as control and management of calls and call quality. This should also allow the University to maintain a central directory of videoconference systems and contact details.

The videoconferencing support service can and advise on appropriate software and hardware systems that comply with the necessary standards and equipment recommendations. They are also able to comment on the network infrastructure requirements and suitability of locations around the campus.

It is inevitable that there should be multiple levels of service and support using a minimum of three levels supporting teaching and research, administration and general use. This will require additional resource using multiple gatekeepers at the centre of the network. This would be combined with H.323 proxy services where all H.323 traffic will exit the Glasgow University Local Area Network.

The central service should also support MCU and gateway services required for multi-site conferences and for ISDN bridging for integration of legacy systems at remote locations. A central gateway capable of providing ISDN access to IP systems will prevent the costly rental and management of ISDN lines installed around the campus.

Where possible H.323 should be integrated with other systems such as IP telephony and Instant Messaging Services, allowing voice only and video equipped users to participate in the same conference.

It is crucial that a multimedia numbering scheme is adopted allowing users to be identified and signalled over the IP network regardless of the technology they are using, this however relies on the equipment manufacturers implementing multiple dialling techniques, which is already making some progress. This will require integration into other systems such as DNS and Active Directory or other LDAP database.

3. Background
Room based videoconferencing has been used successfully for some years within the campus for meetings, research, tutorials and teaching. Advances in computer performance have allowed this technology to be integrated into the PC platform creating a desktop videoconferencing market. This allows conferencing without leaving your office with only a small additional cost to the multi-media PC.

Desktop systems comprise of some additional hardware and software, in some cases the additional hardware includes data compression and video processing which reduces the load on the associated PC, though the current trend in PC performance enables this to be done solely by software, requiring only a low cost USB camera to be added. Software only CODEC’s can be obtained from the main videoconferencing commercial suppliers, or alternatively some open source solutions exist such as openH323.

 A videoconferencing element is often now included as a component of many IM Instant Messaging applications, allowing text, speech and video communications, within a single package. Many of these exist from the popular MSN tool, to open source solutions, such as those based on openH323 (GnomeMeeting for example, which comes integrated into many recent versions of Linux).
It is also a major part of many web conferencing tools, though these are often proprietary and most consist of a free client with an associated hosted subscription service.

It can be used for collaborations, research tutorials and administration and can be integrated with other teaching tools such as the VLE. It has also seen widespread use as a personal communication tool. Desktop Videoconferencing systems are becoming more prolific, including open source software, commercial software and hardware assisted systems and will be referred to as endpoints in this document.

4. Technologies
Desktop videoconferencing differs from the large room based conferencing systems in a number of areas such as quality, features, cost, etc, however whilst room systems are mostly standards compliant, there are many desktop systems which are not.
We will only address the use of standards based H.323 and SIP videoconference systems as this is the only solution that will promote interoperability between systems.
H.323 is currently the dominant protocol used in the IP videoconferencing marketplace and interoperates well with H.320 and VOIP allowing a single protocol to traverse voice and video applications.
H.323 has been around for almost 10 years, now at revision 5 and remains a very stable implementation across the vendors’ platforms allowing excellent interoperability in a mixed manufacturer environment, at least for the common base group of protocols. H.323 actually describes a range of protocols that are encompassed within its range. These protocols include video, audio, transport and data sharing standards.
H.323 is principally the standard for videoconferencing over IP networks, but can actually apply to videoconferencing over any packet switched network.

As a two way real time communication application the use of IP as it’s transport medium is not ideal. This is because the Internet was never designed for  real time media as the packets which make up the data transmitted can arrive via multiple paths in a different order or not at all, whereupon the receiver sending no acknowledgment will result in the re-transmission of the data. Although this is satisfactory for you email it would clearly be unacceptable for real-time two way voice or video traffic.

In order to accomplish real time communications special protocols have been developed to help. Protocols to deliver a defined quality of service require a network capable of delivering them and this essentially has to be continuous from one end to the other.

The major problems include 

Bandwidth- is there enough space on the network. Many systems now are capable of delivering bandwidths in excess of 1MBps. This has to be symmetrical that is each end must be able to send and receive the same data rate for the conference. Due to various compression algorithms the actual data sent can be less than that negotiated for the call, typically at the higher bandwidths there has to be significant movement or rapid changes to the picture content.
Latency- this is the amount of time required to process the data and transmit it to the other side and re-process it. It is made up of encoding, decoding and transmission latency. If the latency becomes excessive (greater than 200ms) then natural conversation becomes difficult with people frequently talking over others then everyone backing of before talking over each other again. Difference in latency for audio and video transmissions result in poor lip sync, typically the sound is delayed slightly to compensate for the longer video encoding delays.
Jitter- this describes any random variation in latency and can often be caused on desktop systems by lack of resource, due to poor specification of memory or processor power or competing processes from running multiple applications on the machine. The result of any substantial jitter is deterioration of the video and audio quality as packets will arrive out of order. The CODEC is likely to increase its buffer in order to help re-order packets resulting in an increasing latency.
Firewalls & NAT – firewalls and in particular devices that perform network address translation (NAT) are notoriously difficult to traverse. H.323 uses a range of ports, creating connections both with TCP and UDP usually allocated dynamically with the port allocation given inside the payload itself making it inaccessible all but statefull packet inspection firewalls.
A gatekeeper is required to manage the bandwidth and provides connection control for the H.323 endpoints associated with it. The gatekeeper also provides translation between the symbolic E.164 address and the endpoints IP number. UKERNA has developed a National E.164 addressing scheme, the Janet Policy for the Management and Administration of the Global Dialing Scheme in the UK, which sets out the policy for the allocation of E.164 numbers to support H.323 (IP) videoconferencing in the UK. (http://www.jvcs.ja.net/docs/E164policy.pdf)
In some circumstances web based conferencing may be preferred as this places emphasis on the application sharing component combining good quality audio, but with lower quality video. This is often a hosted service though it is possible to run your own service which licences a fixed number of simultaneous licences on the server. This has the advantage that anyone with a suitably specified machine can freely download the software. Typically participants can join via dissimilar networks where the received quality is not dependant on the lowest common denominator as is often the case in videoconference bridged systems.

5. Current Position

Currently it is difficult to say how many desktop videoconferencing users there may be on campus, but Desktop Videoconferencing is likely to be a major growth area, across the campus, in the relatively near future, due to combination of what's available, low cost, and what people want to do with it. There is a fear that users could adjust their client software up to the highest possible bandwidth, regardless of their real requirement, whereas 384k might be entirely adequate for their application. 

Videoconferencing has the capacity to use large amounts of network bandwidth that can result in a poor conference experience and may also impact on other users of the data network. Whilst over provision of bandwidth on the backbone helps to alleviate problems with latency, jitter and packet loss on the network, some form of control and quality of service (QOS) provision will have to be implemented to ensure bandwidth is managed effectively and critical traffic is prioritised.
Currently there is no specific service from the centre to support desktop conferencing, though use can be made of some of the services used to support room based conferencing where capacity is available. There is a multisite service available from JANET to allow adhoc desktop conferences to take place though there is no bridging to ISDN and each client must be pre-registered see http://www.jvcs.ja.net/ondemand/
The Computing Service has a couple of desktop endpoints which are available to help demonstrate the technology and help evaluate its effectiveness.

There is currently a proxy gatekeeper in service, though this was funded to support the JANET funded videoconferencing studios.

There is also a legacy H.323 MCU and ISDN gateway, though both have a limited life and are not that effective as they have little capacity or functionality.

6. Implications

Desktop videoconferencing allows face to face meetings without expensive and time consuming travel and recent advances in performance of the desktop computer have made this achievable with minimal extra expense. Visual communication although providing additional information from facial expressions and body language can also be something that many people are uncomfortable causing stress and anxiety, some staff may also be concerned with privacy and big brother issues.
It is important to follow many of the environmental recommendations for room based conferencing, such as lighting, environmental noise, placement of microphones, etc, in order to achieve a useful desktop conference. In many cases a poor quality conference is blamed on the videoconference technology, but was in fact due to poor use of the audio visual facilities. The JANET room based systems are subject to a quality control which alleviates these issues and although JANET provides a voluntary assessment tool for desktop users this is likely to remain a problem. ( http://www.jvcs.ja.net/ondemand/check/ )

The proliferation of desktop conference systems without planning and control is likely to impact on all network users and without policy it will be difficult to realise that this has become a problem until that impact is realised.

It is likely that desktop conferences will involve parties on disparate networks outwith the campus, with many using asynchronous broadband networks requiring NAT and firewall traversal. This is likely to result in problems connecting a call in one or both directions.
As with all real-time network applications there is an exacting requirement placed on the underlying Campus network infrastructure. The ability of that infrastructure to support such activity is heavily dependant on physical location within the building and the campus.

6.1 Benefits

· Face to Face communications.

· Ad-Hoc communication requiring little or now scheduling

· It’s on your desk!

· Lower cost than specialised room.

· Reduction on travel costs

· Remote collaboration

· Reduced load on main VC suite when only required for single person.

· Widening Access and distance learning
· Remote tutorials and lectures providing continuation of service whilst away on business.

6.2 Disadvantages

· Cost of providing adequate network infrastructure.

· Requires modern multimedia PC

· Firewall & NAT problems

· Cost of gatekeeper & proxy systems

· No planning or structure to conference

· Failure to use AV best practices for environment

· No quality control

· Invasion of privacy concerns

· If gateways to paid networks are provided then accounting costs are required.

6.3 Security

As with all network applications there are a number of possible security risks associated with it such as a CERT advisory in 2004 recommending H.323 be blocked until the vulnerability allowing malicious code access to the network components can be patched. As many firewalls are H.323 aware this placed the firewall at risk as well!
Privacy issues are also of concern where your conference could be snooped on or recorded. This is less of an issue with some systems incorporating some form of encryption for the audio and video components. Spoofing is less of a problem than a voice only communication for obvious reasons.
Although there is the possibility for unwanted callers and an invasion of privacy it is not necessary to allow calls to be automatically answered.
